
Project Introduction

Increasingly, critical flight functionality is implemented in software, but
traditional (integrated) vehicle health management (IVHM) has primarily
addressed hardware faults. All fielded software has residual errors, and the
marginal costs to remove errors grow as the target residual error rate
decreases. Our innovation is the development of tools, architectural concepts
and software development methodologies to extend IVHM systems to detect,
isolate and recover from software errors, as a cost effective way to increase
the reliability and robustness of flight software. Software fault detection,
isolation and recovery (SFDIR) fixes or contains the impact of faults and
reduces the possibility of catastrophic loss. Each phase ? detection, isolation,
and recovery ? raises new research challenges. This work addresses
automated diagnostics of mission-critical avionics and middleware or software
toolkits to lower the cost of developing online health monitoring applications.
Our technical objectives are to detect, by code instrumentation, when the
software state violates explicated safety constraints; using model-based
reasoning and program analysis techniques, to trace from symptom to error
source; and to recover from errors in a safe way preserving or replacing as
much functionality as possible, and in all cases "to do no harm". This
technology may also be applied to monitor potential security threats.
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Organizational
Responsibility
Responsible Mission
Directorate:

Space Technology Mission
Directorate (STMD)

Lead Center / Facility:

Armstrong Flight Research
Center (AFRC)

Responsible Program:

Small Business Innovation
Research/Small Business Tech
Transfer
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For more information and an accessible alternative, please visit: 
https://techport.nasa.gov/view/5810
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Organizations Performing
Work

Role Type Location

Armstrong Flight
Research Center(AFRC)

Lead
Organization

NASA
Center

Edwards,
California

Kestrel Technology LLC Supporting
Organization

Industry Palo Alto,
California

Primary U.S. Work Locations

California

Project Management
Program Director:

Jason L Kessler

Program Manager:

Carlos Torrez

Principal Investigator:

Allen T Goldberg

Technology Areas
Primary:

TX11 Software, Modeling,
Simulation, and Information
Processing

TX11.1 Software
Development,
Engineering, and Integrity

TX11.1.4 Operational
Assurance
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